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[bookmark: _8odyk6gmgx53]Example articles for Secure by Design communications
[bookmark: _3fc8qnvd99qw]Flexible templates to help people in your organisation understand the Secure by Design approach.
The outline Secure by Design communication plan includes recommendations for Secure by Design champions working with their communications colleagues to inform and engage teams across their organisation. This example article provides a starting point to help you develop your own blogs and emails for publishing through your organisation’s internal channels.

· Subscribe to the Secure by Design email newsletter to find out when more example articles are made available


[bookmark: _4rp24jj32ck3]Preparation phase
[bookmark: _hbyrazu5w4u9]Suggested title: Beginning our journey to become Secure by Design
Improving cyber resilience is a strategic priority for all government departments and arm’s length bodies (ALBs) and [YOUR ORGANISATION] is no different. As part of this effort, we have started the implementation of the cross-government Secure by Design approach, which aims to incorporate  effective cyber security practices within digital delivery from the start and support us with achieving our Cyber Assurance Framework (CAF) profile.

Once implemented, this approach will ensure that cyber security is fully considered at all stages of digital delivery, beginning with the discovery stage and then business case development, and continuing until the service is retired. They main benefits of the approach are:

· highlighting security risk as a business risk and everyone’s collective responsibility
· increasing collaboration between security and delivery teams
· shifting the focus from point-in-time assurance to continuous security
· promoting the use of appropriate and proportionate security controls
· creating a positive security culture and upskilling non-security teams

Secure by Design is a key element in both the Government Cyber Action Plan and the Roadmap for Digital and Data. The Secure by Design Policy explains that all central government organisations must implement the Secure by Design principles when delivering digital services and technical infrastructure. Compliance to the requirements of this policy shall be reviewed through the digital and technology spend controls approval process.

[NAME AND ROLE] has overall accountability for embedding Secure by Design within [YOUR ORGANISATION]. 

They said, [ADD QUOTE - iterate the importance of Secure by Design to the organisation].

The day-to-day implementation of the approach, and acting as a point of contact for stakeholders as our Secure by Design champion, will be [NAME AND ROLE].

They said, [ADD QUOTE - reference the members and purpose of the working group].

We’ll be providing regular updates on our implementation of Secure by Design over the coming months. The immediate priorities are:

· putting together a working group with representatives from various teams
· assessing how our current security practices, policies and processes map to the Secure by Design requirements
· developing transition and communication plans
· identifying projects that can be used to pilot the approach

If you’d like to find out more, take a look through security.gov.uk/policy-and-guidance/secure-by-design/, or contact [CONTACT DETAILS] if you have any questions or feedback.


[bookmark: _ntqko2u95hn0]Secure by Design blog posts
· Welcome to the cross-Government Secure by Design approach (5 May 2023)
· Five questions we’ve been asked about the cross-government Secure by Design approach (24 August 2023)
· Deputy Prime Minister announces launch of cross-government Secure by Design approach (20 December 2023)
· Getting started with the Secure by Design approach (7 February 2024)
· Implementing the Secure by Design approach (16 August 2024)
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