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Purpose
The scoping document is used to capture information and decisions about your organisation’s services and systems, providing an evidence-based justification for the scope of the GovAssure assessment.

Before starting this scoping document, please ensure you read through the Stage 1 and 2 guidance below.  

Stage 1 guidance

Stage 2 guidance

[bookmark: _heading=h.tyjcwt]Audience
This document is primarily for use by the relevant government organisation and the organisation’s service and system owners, as well as Government Digital Service (GDS) who will agree the scope of GovAssure.

Use of this document throughout GovAssure
This document will be referred to throughout the GovAssure process.
Stage 1 & 2: Complete this document in full and return it to either your Lead Government Department (LGD) or GDS Cyber Advisor (if applicable).
Stage 3: Refer to this document to confirm the scope of the GovAssure assessment.
Stage 4: When your systems come to be reviewed, provide whoever is reviewing your system with this document.

If your organisation has previously undertaken a GovAssure assessment, it may be worthwhile to copy entries from your previous scoping document(s) if relevant, and paste them into this one, particularly for stage 1.


	Key roles and responsibilities

	GovAssure Role
	Name
	Job title
	Email

	Organisation GovAssure lead

The primary point of contact between GDS and your organisation throughout GovAssure.
	
	
	

	GovAssure senior responsible officer (SRO)

Senior leader who is responsible for the organisation’s progress through GovAssure.
	
	
	

	Additional support

If applicable
(Add more rows if needed)
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	[bookmark: bookmark=id.30j0zll]Stage 1 - Part A: Describe the organisation’s context and mission

	Provide the following details to help the appointed assessment reviewer understand the context of the organisation in Stage 4.

	What is your organisation’s mission and context?

What is the organisation fundamentally trying to achieve, what are its priorities and mission, and how does it support the delivery of government services?
The answer can be written as a 2-3 sentence elevator pitch about the organisation. Alternatively, a list of bullets defining the mission, and priorities will suffice.
	[ENTER HERE]

	
	

	What is your organisation’s background?

How does the organisation currently meet its mission? 

Include the following
· How is the organisation currently set up to deliver the mission?
· How does the organisation operate? 
· E.g. - Does your organisation have 24/7 x 365 services that are delivered online, or an offline non-transactional service?
· A breakdown of national and international presence. How many office buildings do you have? Where are they? How many staff?
· An overview of  the agencies and public bodies the organisation has  responsibility for/oversight over.
	[ENTER HERE]

	
	

	What is your current threat landscape?

Who are the likely attackers, and why are they targeting the organisation? If they are successful what would happen?
If there are many possible threats, use bullet points to list them. Also reference any relevant threat assessments.

Include the following
· Primary threats and any key threat actors that your organisation faces.
· What makes your organisation an attractive target and to whom?
· What could go wrong if an attack is successful?
· Does your organisation currently have a mixture of on-premise and cloud systems?
	[ENTER HERE]

	
	

	What is your cyber risk appetite?

Confirm whether the organisation has a cyber risk appetite. If so, note where it is defined and what the level of appetite is. 

Include the following
· How are cyber risks identified, tracked and governed?
· How often is your cyber risk appetite reviewed and signed off? Who is responsible for signing this off?
	[ENTER HERE]



	
	





[bookmark: bookmark=id.1fob9te]
	Stage 1 – part B: Identify and define your organisation’s essential services			

	Please include all your essential service(s) in this section.
If you have not already mapped your essential services, the 5 Lens model can help with this.
Please consult the stage 1 and 2 guidance on security.gov.uk for help determining what is considered an essential service.

	Does the organisation have a defined methodology for identifying essential services?
	Yes / No (delete as applicable)

If yes, describe the methodology at a high level
[Description Here]


	What is the estimated total number of essential service(s) within your organisation?
	[Enter Here]

	For each of these essential services, please provide the name and description below.

	Essential service name (in full)
As described by guidance.
	Description of essential service

	[Name Here]
	[Enter Here]

	[Name Here]
	[Enter Here]


 



	[bookmark: bookmark=id.3znysh7]Stage 2 - Part A: Identify, define and select every critical system in scope of a GovAssure review	

	Identify all the critical systems that support your essential services. These critical systems should be in scope for GovAssure, including systems that were assessed previously, systems that are due to be assessed in the current fiscal year, and systems that will be assessed in future years. 

	Does the organisation have a defined methodology for identifying critical systems?
	Yes / No (delete as applicable)

If yes, describe the methodology at a high level:
[Enter Here]

	What is the estimated total number of critical systems that your organisation is responsible for, including those not in scope for GovAssure?
	[Enter Here]

	For each critical system that is in scope for GovAssure, please provide the name, the essential service(s) supported, a brief description, and whether it has been assessed under GovAssure before.

	Critical system name (in full)
	Essential service(s) supported 
(Stage 1 - part B)
	Description of system
Please indicate if this system:
· Directly delivers public services
· Provides core infrastructure essential for other critical systems to function
· Provides corporate services or functions required for day-to-day operations (please indicate these services - for example, HR and payroll)
	Has this system previously been assessed via GovAssure?
(If so, please include fiscal year of assessment)

	Example:
Microsoft 365
	Deliver policy and legislation
Provide ministerial briefings and analysis

	Provides corporate services for day-to-day operations (Exchange Online for email, Onedrive for file storage, Office suite for document creation and storage, Teams for collaboration)
	Yes (assessed in 2023/24)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	[bookmark: bookmark=id.2et92p0]Stage 2 - part B: In-scope system and assigning the Government CAF profile
Copy and paste this section if you are putting multiple systems through GovAssure in the current assessment year. 

	ASSESSED SYSTEM

	Critical system name (in full): 
	[ENTER NAME HERE]

	Who owns this system?
Please specify if this system is owned by:
· Your organisation,
· Another government organisation, or
· A commercial third party 
	[ENTER HERE]

	Essential service supported?
State which of the essential service(s) listed in stage 1  - part B, this system supports. How does this system support the essential service and how crucial is it to the service’s operations? Is the service dependent on this system or just supported by it?
	[ENTER HERE]

	Description
What does the system do and why is it in scope for GovAssure? You may copy and paste your system description from stage 2 - part A, but please also explain
· Why this is a critical system;
· How the system contributes to the delivery of the essential service.
	[ENTER HERE]

	How is the system hosted?
Is this system hosted:
· On-premises?
· Cloud-hosted?
· Hybrid solution?
Where appropriate, please provide the following details:
· The network or cloud provider
· Cloud service model (e.g., IaaS, PaaS, SaaS)
· Cloud deployment model (e.g., public, private)
· Locations of servers (e.g. office / on-premises locations, defined geographic regions for cloud providers)
· Whether or not Crown Hosting is used for on-premises / hybrid solutions
	[ENTER HERE]

	What corporate or internal end-user services does this system provide (if any)?
Please specify from the following:
· Email and communication
· Office productivity
· Document storage and management
· HR
· Payroll
· Finance and accounting
· Procurement and contract management
· Customer relationship management
· Help desk / IT support
· Data management / analytics
· Other (please specify)
If this system does not provide any corporate or internal end-user services, please leave blank.
	[ENTER HERE]

	Types of users
Provide a rough estimate of the number of users that can access this system and a list of the categories of users of the system. 
This should cover users with different levels of privilege, such as normal users and administrators, and also those outside your organisation, such as representatives of ALBs, contractors for third parties, and members of the public. 
You should also provide details on how different users access the system - remotely or from specified locations - and whether they need to log in to use some or all of the system’s features.
	[ENTER HERE]

	Breakdown of components (if appropriate)

	List the applications, infrastructure, and any other components that the service comprises; for example, Office 365, desktop infrastructure, a specific network or networks, and so on.
Include the following
· System components listed with a description of what each component does (if required).
· How the system authenticates users.
· A description of any development and test environments, and whether they hold live data.
· List the third parties that have connectivity to the critical components and data.
· User-facing systems as well as the back-end logic and storage/database.

[ENTER HERE]

	Key dependencies 

	What are the key dependencies that enable delivery of the system and service?
Include the following
· Which systems and applications is your service dependent on to function adequately?
· Are there any 3rd party suppliers that the organisation relies upon? Is the system hosted in AWS, Azure etc?
	System, supplier, or organisation
	Description of interdependency

	
	

	
	




	Top-level system boundary

	List the other systems, suppliers, or organisations that the system has an interdependency with (either dependent on or depended on).
· Has the above table been completed to thoroughly map out interdependencies on other systems, suppliers, and organisations?
· Please draw a boundary line around what is in-scope; e.g. user devices and Active Directory.
· Have you included a description of the data the system holds, including where the data is collected from and where it is sent to?
· Have you detailed how the data feeds into the system?
· Have you detailed where the data leaves the system?
· Have you specified if reports are generated or if data is extracted?

[ENTER HERE]


	In-scope system diagram(s)

	Please include diagrammatic representations of your in-scope systems, clearly indicating the following:
· The critical components and/or assets (grouped if needed).
· Networks and information systems relevant to essential functions.
· Assets relevant to the secure operation of essential functions.
· Mobile devices and media. 
· The security boundary around the critical components and/or assets.
· Other, non-critical, components and assets which are within the system boundary and related interconnectivity (wired and wireless).  
· Entry and exit points within the system boundary.
· Disaster Recovery locations, backup locations.
· Visualisations of system infrastructure.
[ENTER HERE]


	Government CAF profile assignment

	The system will be assessed using the following profile: 
Baseline / Enhanced (delete as applicable)
Please refer to the stage 2 guidance to help determine which profile your system should be assessed against.

Comments and justification
A brief summary describing why the profile was selected. Please do not state directly if the system is CNI.

	[bookmark: _heading=h.3dy6vkm][ENTER HERE]
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