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GovAssure

Guide to thinking through Essential Services and Critical Systems through 
5 lenses – a worked example

Essential Service

Functions

Systems

Sites/Locations

Department: Department of Artificial 
Intelligence and Robotic Technologies 

(DAIRT)
Essential Service 1:

Safety Management, Recording and 
Reporting

Lens 1: Essential Service

Looking top down, this describes the essential service that supports the 
organisations mission at a high-level. It considers who is being served and why it's 
important. This provides important context to subsequent scoping approaches. We 
would recommend identifying the top essential services key to delivering the 
organisations mission and presenting these in a similar way to this worked 
example.

Lens 2: Department Function

Provide a breakdown of the organisations essential service into the various 
functions or sub-components that enable its delivery. This should identify 
the high-level functions, and any relationships between these functions, to 
provide an overview of the approach an organisation takes to delivering 
their essential service.

e.g. Incident and Event Recording e.g. Emergency Alerting e.g. Citizen Engagement Portal

Lens 3: Core Underlying Infrastructure:

Identify the relevant underlying infrastructure such as the network or 
cloud hosting arrangement required to deliver the functions above that 
underpin the essential service. 

This viewpoint should clearly identify the groups of network on which 
essential services rely, or which are used for the provision of essential 
services.

Lens 4: Systems

Identify the relevant and prioritised essential systems sitting on the 
underlying infrastructure that are required to deliver the functions 
above that underpin the essential service. This helps to provide a view 
of system architecture and support the identification of critical systems 
to consider for GovAssure.

Lens 5: Sites/Locations

This layer identifies all the relevant sites that are related to the delivery 
of the essential service. Consideration should be given to the 
interconnected nature of locations and/or dependencies of sites, 
supplemented with other information sources that describe the criticality 
of sites when considering risks to the provision of essential services.

Priority 1: Incid App 01

Priority 2: INC App 02 

Priority 3: EV 03

Priority 1: ALRT App 01

Key:

Potential to be 
in-scope

Core underlying 
Infrastructure

AWS

Priority 2: ALT App 02

On premise data centre co-located 01

Off-site data centre co-located 02

Active Directory/Azure (Single sign-on integration with Apps)

Network

Desktop/End user computing

Amazon Web Services (AWS)

Priority 1: PTL App 01

Determining the critical systems that underpin the delivery of your organisation’s mission/essential service can be complex. The following provides a 5 lens model to consider as you document the thinking through of the essential services 
and ultimately the critical systems you will select to be included in scope for GovAssure. In this example we follow one essential service through each lens, but we recognise that organisations are likely to have many essential services, so 
the first step will be to prioritise your organisation’s essential services.

Serves:

General Public

Suppliers

is enabled by:

are enabled by:

are located at:

D
ep

en
de

nc
ie

s
 (w

ha
t a

re
 th

e 
de

pe
nd

en
ci

es
 re

qu
ire

d 
to

 e
na

bl
e 

pr
ov

is
io

n 
of

 th
e 

se
rv

ic
e)

Regulator

Higher Education


